


EXECUTIVE SUMMARY

Interest in blockchain’s potential in the public sector is global and can be seen in the increase in experi-
mentation and the volume of publications on the subject and attention by experts and researchers. On a
global level, US and China account for a majority of patent filings and companies among the top 100. On
a European level, the UK stands out as the leader in blockchain investment in start-ups, capturing almost
70 % of funding with the Netherlands in a distant second place.

At its core, blockchain enables large groups of individuals or entities, whether collaborators or competi-
tors, to reach consensus on and immutably record this agreed-upon record of the truth permanently with-
out a central authority. Blockchain technology has because of this been referred to as a “trust machine”
since it provides an elegant solution to the problem of trust between networks and can enable large num-
ber of strangers to complete transactions with each other without risk of being cheated. The principles
underpinning blockchain can be summarised as i) wide distribution and redundant, ii) transparency and
auditability, iii) immutable and secure and iv) decentralised consensus. Blockchain is best suited for use
cases requiring at least three of the principles outlined. If only one or two are required then blockchain
may work, there are likely simpler and / or cheaper ways to solve the problem and fails to offer a clear
value add compared to centralised systems. The scale and complexity of current public services go beyond
current technological blockchain developments.

Blockchain offers new ways of organising public sector services but also demands new ways of governing
traditional legacy systems. Benefits often relate to better security (improved data integrity, tamper-re-
sistance), efficiency gains (reduced processing, less time and costs) and a greater level of trust in public
records. There are however limited examples of scaled up public sector use of blockchain in democratic
processes, especially moving beyond proofs of concept. Estonia is the most cited and advanced example,
with a large ecosystem of more around 3000 services (including e-voting). Other examples of blockchain
used in elections include Colombia, US state of West Virginia, India, South Korea. Some high-profile use
cases have also stalled, such as when the government of Moscow introduced a digital voting system but
was found to have critical security flaws. Elections and voting are still largely conducted offline.

The idea of liquid democracy is proposed by some advocates as an elegant solution to the ‘democracy
deficit’ afflicting established democracies. The hope is that by removing power barriers between voters
and the elected official and introduce more accountability this would offer a more direct form of democ-
racy. So far, blockchain has offered a set of incremental rather than disruptive innovations, as sometimes
portrayed, although some of them can make a significant difference. How impactful blockchain in public
sector will be has yet to be seen, as the technology is in its infancy and must overcome several bottlenecks
related to scale, performance and confidentiality. Blockchain in public sector is at a defining stage in a
rapidly evolving landscape. There are few easy answers to come by and little established expertise on
‘what works’ in public sector. Trust is a key factor in the adoption, the case for the application of the
blockchain to democratic procedures is not yet clear. Although it has the elicited considerable excitement,
we are only seeing the start of the different use cases that are attempting to transform and improve dem-
ocratic processes. The diffusion of blockchain will take time and it is difficult to predict what the next
“killer app” for the blockchain will be.
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GLOSSARY

Bitcoin

Cryptocurrency

Distributed Ledger Technology

e-Government

e-voting

General-purpose technology

Type of non-state digital currency in which a record of transactions
is maintained, and new units of currency are generated by the com-
putational solution of mathematical problems, and which operates
independently of a central bank.

A cryptocurrency is a new form of digital asset based on a network
that is distributed across many computers. The word “cryptocur-
rency” is derived from the encryption technigues which are used to
secure the network

A distributed ledger technology (DLT) is a secure and immutable da-
tabase where pieces of the ledger are stored in various locations
along a decentralized network. Often used interchangeable with
blockchain.

Short for electronic government is provision of electronic services
and the process of digitalising these for more convenient access by
citizens.

Electronic voting is voting that uses electronic means to either aid or
take care of casting and counting votes. I-voting (Internet voting) is
also used interchangeable with e-voting.

Technology that has the potential to drastically alter societies
through theirimpact. Classic examples include the steam engine and
electricity.
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PURPOSE AND STRUCTURE OF THE REPORT

This report looks at the ongoing exploration of blockchain technology by the public sector in the light of core theme
of democracy. The report serves to map the central themes that are emerging from public discourse and public sector
initiatives and give a brief overview of what is currently happening.

METHODS, SCOPE AND DELIMITATIONS

Our analysis is focused on existing literature related to blockchain. In some circumstances, we also include confer-
ence reports or other material available, but the bulk of our data collection efforts have been targeted towards existing
literature. The report should therefore be read as a synthesis of available research and literature on demacracy and
blockchain.

Our focus is on providing an overview of current EU policy and regulation with regards to blockchain technology,
summarising the most oft-discussed challenges related to blockchain technology vis-a-vis democracy, and highlight-
ing some of these challenges.

Our analysis is focused on the already existing literature related to blockchain. In some circumstances we alsa include
conference reports or other material available, but the bulk of our data collection efforts have been targeted towards
existing literature. We do not attempt to discuss the economic ramifications of Bitcoin or other cryptocurrencies
based on blockchain and focus of these reports. Discussion of the technology will only be involved to the degree
required for understanding the content.

Given the wealth of publications on the topic these reports are intended as an introduction for non-technical readers.
Readers in search of greater precision should consult the sources listed in the additional technical references section.
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1. INTRODUCTION

New technology often brings promises of radical change. Blockchain and distributed ledger
technology has been highlighted by both experts and researchers as a step-change in how gov-
ernments can provide service to its citizens. This innovative general-purpose technology offers
new ways of organising in many domains and myriad of sectors, everything from finance to
health care and education to democratic process including the exchange and transactions be-
tween the public and the private.

However, the very nature of the technology, the range of actors involved, the still developing technology and the dis-
tributed nature raises many questions around the implementation of blockchain applications in public sector that
need attention.

Blockchain technologies, that are at the core of cryptocurrencies such as Bitcoin, are presented by advocates as a
breakthrough with great potential for the public sector. Governmental organizations need a thorough understanding,
the possible applications in the domain of e-government and the exploration of governance mechanisms to deal with
the limitations and challenges of the technology. Blockchains emergence and use in public sector also has important
implications on citizen trust, privacy, inclusion and participation.

The search volume on Google for words and “Blockchain” can serve as a crude indicator of the interest in this tech-
nology in different countries. Europe shows relatively high interest in blockchain, but Nigeria, Ghana and China stand
out with the highest search volume with Switzerland as first European country coming on seventh place.

Figure 1: Google Search Volume past 12 Months for Blockchain (March 2019 — March 2020)
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Source: https://www.google.com/trends retrieved March 21, 2020
Note: Darkest Blue = Index 100

When looking at interest over time for the search term “Blockchain”, it had a clear peak in December 2017. Unsurpris-
ingly, this is also when Bitcoin (cryptocurrency based on blockchain technology) reached its peak value at almost
14,000 dollars per bitcoin. As a reference, as of 20" March 2020, one Bitcoin was worth 200 dollars. Bitcoin is not
blockchain, however — rather, blockchain is the technology that underpins Bitcoin as its most famous use case.
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Figure 2: Google Search interest for Blockchain (last five years)

The latest available Hype Cycle (see figure 3) that is used to assess maturity and adoption of technology from the
analyst firm Gartner shows that “Blockchain in Government” has passed the ‘peak of inflated expectations’. If follow-
ing this model, blockchain is now five to ten years from joining the so-called ‘plateau of productivity’ or mainstream
adoption. Although very speculative by nature, the Gartner Hype Cycle — which is based on a survey to business lead-
ers —suggests that there are several use cases for blockchain that are leaving the ‘trough of disillusionment’. If search
interest (as seen in figure 1) could be taken as an indication on where inflated expectations exist, blockchain could
in that case be said to have passed the peak. As seen in the figure below, cryptocurrencies are also on its way to
graduate to the mainstream, whereas other use cases with wider focus are set to hit the low point in term of disillu-
sionment. The position of cryptocurrencies will probably be further revised given the decline in value of the flagship
cryptocurrency Bitcoin by around 90 %, from its all-time high?® in 2017 to today. Bitcoin value is highly volatile how-
ever, and it is difficult to predict how events such as COVID-19 will impact market capitalisation. It should also be
noted that many emerging technologies have not managed to leave the ‘trough of disillusionment’. For instance,
speech recognition arrived at the Hype Cycle in 1995 and still has not managed to leave. Furthermore, we tend to be
bad at predicting the future, and in the case of the Gartner Hype Cycle adoption, there could even be a strong case for
arguing that technology adoption does not obey the Hype Cycle. Certain technologies die off and major technologies
may fly under the radar.

Figure 3: Hype Cycle for Blockchain 2019
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Source: Gartner 2019, see https://www.gartner.com/en/newsroom/press-releases/2019-09-12-gartner-2019-hype-cycle-for-
blockchain-business-shows

1 At the end of 2017, Bitcoin hit an all-time high of USD 19,783. At the time of writing, one Bitcoin is worth around 200 dollars.
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When looking at patent filings US and China accounts for most patent filing companies of the top 100 companies. It
should be remembered that most blockchain protocols are open source and these types of rankings do not necessarily
spell out who the actual leader is but rather gives an indication of what countries provide a good platform for block-
chain related patent filings. It also gives an indication of the relative weight and investment into the technology.

Figure 4: Blockchain-related patents of the top hundred companies per country and number of companies in (2019)

Number of companies per country Cumulutative number of global

(of top 100) blockchain patents
US - 22 China meee—— 7285
China mee——— 15 US mmmm 2280

Japan mmmm 5
South Korea mm 3
Germany mm 2

Antigua and Barbuda mm 875
South Korea ™ 505

Antigua and Barbuda ® 1 Japan ® 378
Sweden ® 1 Germany 1 235
Finland ® 1 Finland 1 111

Source: IPRdaily?, see http://www.ipdaily.cn/news 24501.html

Note: The numbers are based on the top 100 patent filing companies within blockchain

When looking at the breakdown of investments among European countries, the UK stands out capturing almost 70 %
of all funding. UK's role as a leader in Europe is also true when it comes to the number of blockchain start-ups.® Firms
established in the Netherlands, came in second place with €352 million, also capturing a relatively large amount of
the investment. But clear is that the UK has a key role in the among European countries both in terms of numbers of
blockchain start-ups, and in the funds channelled into them.

Figure 5: Share in amounts received via all funding mechanisms by blockchain start-ups between 2009-2018 in
Europe (total funding 2902 EUR million)

The Netherlands, 12%

Dther, 4%
France, 6%

Germany, 3%

Source: Blockchain now and tomorrow, assessing multidimensional impacts of distributed ledger technologies; European Commis-

sion, Joint Research Centre; 2019; Venture Sources - Dow Jones

3 Note: Total funding to blockchain start-ups between 2009-2018 was estimated to 2902 EUR million.
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With the impact of the COVID-19 pandemic and the market chaos it has created, private investments into blockchain
applications are feeling the pressure, even before the global health emergency was declared in late January. The
impact is unprecedented on businesses across industries and niche markets, such as blockchain especially. Block-
chain companies of all types and sizes are in the midst of re-evaluating plans and pivoting strategies. At the same
time, the COVID-19 crisis is likely to significantly accelerate the shift to digital solutions which might mean new op-
portunities. Some commentators even see COVID-19 as the perfect use case for wider integration of blockchain.*

The terminology in the field och blockchain is rapidly evolving and accepted definitions have not yet been formalized.
Blockchain is simply put an architecture or data structure that employs cryptography and algorithms to record data
in an immutable manner.

‘Distributed ledgers’ (DLs) are a specific implementation of the broader category of ‘shared ledgers’, which are simply
defined as a shared record of data across different parties. A shared ledger can be a single ledger with layered per-
missions or a distributed ledger which consists of multiple ledgers maintained by a distributed network of nodes, as
defined above. In this document, we are commonly using the term distributed ledgers (DLs), and specifically use the
term blockchain only when referring to DLs that use a blockchain data structure. DLs are categorized as permissioned
or permissionless, depending on whether network participants (nodes) need permission from any entity to make
changes to the ledger. Distributed ledgers are categorized as public or private depending on whether the ledgers can
be accessed by anyone or only by the participating nodes in the network.

TERMINOLOGY: What is blockchain and Distributed Ledger Technology (DLT)?

Technically, blockchain technology is only one explicit type of distributed ledger technology. Not all distributed
ledgers employ blockchains and, conversely, blockchain technology could be used in other contexts. However,
the terms ‘blockchain technology’ and ‘distributed ledger technology' are generally used interchangeably.
There are other categories of DLT, not relying on a ‘chain of data blocks’ as the primary technical datastructure.
However, commonly, the term ‘blockchain’ is now usually used as a catch-all for all sorts of DLT. We apply the
same principle for this document and use blockchain interchangeably with DLT. The European Commission also
employs an understandable explanation® what Blockchain is:

“Blockchain is the best-known distributed ledger technology. A ledger is a database which keeps a final and
definitive record of transactions. Records, once stored, cannot be tampered without leaving behind a clear
track. Blockchain enables a ledger to be held in a network across a series of nodes, which avoids one central-
ised location and the need for intermediaries’ services. This is particularly helpful for providing trust, tracea-
bility and security in systems that exchange data or assets. There is a lot of patential for blockchain to be used
in many different areas such as financial services, supply chains or healthcare.”

It is difficult to describe blockchain without becoming too technical. When Satoshi Nakomoto introduced the world to
the technology in 2008 its main function was to serve as a distributed digital ledger for Bitcoin transactions.® Today
blockchain is by some commentators referred to as one of the foremost technological innovations of the past decade.
Others are less optimistic, but it is safe to say that it is a technology that has captured the public imagination.

At its core, blockchain enables large groups of individuals or entities, whether collaborators or competitors, to reach
consensus on and immutably record this agreed-upon record of the truth permanently without a central authority.

As explained above, blockchain is simply a shared (“distributed” or “decentralised”) database, what often referred to
as a digital ledger. This ledger in turn uses cryptographic algorithms to verify the creation of digital assets and trans-
actions taking place over a peer-to-peer network. Contrary to traditional databases, there is no need for a single party
to keep records of all transactions that happen within a given system and no need for a single database. Data is
instead cryptographically distributed across a diffuse network of nodes (e.g. servers or computers). By emphasising
dataredundancy with all network participants having a copy of the database, blockchain cuts out the need of a central
ledger keeper and delegates this function of verifying and recording transactions to the users making the

“World Economic Forum, “Why COVID-19 makes a compelling case for the wider integration of blockchain®, 8 May, 2020. URL:
https://www.weforum.org/agenda/2020/05/why-covid-19-makes-a-compelling-case-for-wider-integration-of-blockchain/
° European Commission, DG CONNECT, 2019-06-11. How can Europe benefit from blockchain technologies? Url:
https://ec.europa.eu/digital-single-market/en/news/how-can-europe-benefit-blockchain-technologies

¢ Nakamoto S. Bitcoin: A peer-to-peer electronic cash system. 2008
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transactions. With the help of the of consensus protocols, users can then verify that all users are keeping the same
records and that everyone has the same copy of the agreed-upon data (no one can alter the data). Blockchain tech-
nology has because of this been referred to as a “trust machine” since it provides an elegant solution to the problem
of trust between networks and can enable large number of strangers to complete transactions with each other without
risk of being cheated.

Figure 6: Simplified schematic of how a blockchain records transactions
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Given the many and complex software architectures blockchain is currently deployed in we take a birds-eye view of
the principles behind the technology rather than look at specific technical implementations.” The principles can in
summary be said to be:

1

Widely distributed and redundant: the blockchain platform is itself widely distributed, so that the infor-
mation contained in the ledger exists in multiple locations, leading to high fault tolerance (failure of one or
more components of the network does not cause failure of the entire system);

Degrees of transparency: The ledgers are auditable by a predefined set of participants. For instance, in an
open (public) blockchains everyone with internet access had the ability to verify the ledger. Records are
therefor transparent and auditable. A ledger can contain plain text, be entirely encrypted, or broken into
discrete elements, each encrypted with different keys, enabling a highly flexible model of information trans-
parency;

Immutable and secure: the blockchain ledger function under the principle of irreversibility of records; once
a transaction is recorded, any change or tampering of that record cryptography is computationally imprac-
tical and cannot secretly be altered without letting the networking know. Any break would disturb the com-
puted links (hash code) that connects each block with the preceding block breaking the “chain” and re-
vealing the inconsistency. It is therefore easy to audit a blockchain and the links are visible to all permis-
sioned users. Though security is a relative concept, blockchains are relatively secure because of this, it
provides a tamper-proof ledger that is irreversible;

Decentralised consensus: the mechanism used to commit a record to the ledger involves some form of con-
sensus and can in some sense be thought of as “democratic” in the sense that a majority rules in determin-
ing what transactions are true and correct. There is no reliance on third parties or central authority to ap-

prove transactions and set rules. Untrusted participants reach consensus together.

Its most famous use case and the first asset on the blockchain was the cryptocurrency Bitcoin — a form of digital
money not backed by any state. Beyond digital currencies, blockchains can be used to represent, track and trade a
range of other types of assets. Today blockchain has evolved into a multipurpose technology, some advocates even

7 Blockchain and Suitability for Government Applications; 2018
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argue a general-purpose technology®. Advocates see blockchain as a game changing technology that will enable
building a fairer, more secure and democratic digital economy that a has the potential to change both public and
private sector radically.

8 A general-purpose technology is a technology that has the potential to drastically alter societies through their impact. Classic
examples include the steam engine and electricity.
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