The internet
and gangs

A guide for adults
to take better control of
children’s digital lives




“What may look like an
innocent message may /"
in fact be the first step

in a digital criminal

recruitment scheme.”

The Swedish Police Authority
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Take control of your children’s screentime

Today, a large part of children’s lives takes place online. 97 percent of children
use social media every week, and 91 percent use it every day. 2 out of 10
children aged 8 to 19 write to people they do not know. Being attentive to their
online behaviour is just as important as keeping track of who they socialise

with in physical environments.

Understand how it works

B Find out which platforms your child uses.

B Create your own account and befriend
your child and their friends.

Bl Be open-minded and take a positive
interest, and ask your child about
anything you don't understand.

B Test the algorithms. When we use a
search engine or show interest in a certain
type of content (for example, videos of
puppies), these subjects quickly come to
dominate our feeds. Keep an eye on the
things that appear in your child’s feeds.

B You and your child can report
inappropriate content to the website
(many platforms feature a simple
function for this) and thereby influence
the algorithm.

Be present

B Ask questions, show that you will be
involved and present online, just as you
are in other places.

B Talk about online safety, such as the risk
of being tricked or lured into situations
that are difficult to get out of.

B Be attentive to whether your child has
any duplicate accounts or starts talking
about people or friends that you're not
familiar with.

EXAMPLES OF APPS THAT PARENTS NEED TO KEEP AN EYE ON

Signal, Telegram b 4

Snapchat, WhatsApp, Q
Discord, Messenger &] @ _J
Instagram, TikTok




WHAT IS DIGITAL RECRUITMENT?

Criminal networks use social media and
gaming platforms to make contact with
young people. It can start with friendship
or compliments, or giving them small
tasks - which then begin to escalate.
Platforms such as Snapchat, Instagram
and TikTok are common sites for making
such contact.

Today, large parts of children’s lives take
place online - being attentive to their
behaviour there is just as important as
keeping track of who they socialise with in
physical environments.

Take control

Keep an eye on your child’s phone in the
same way that you keep an eye on other
places where your child spends time. For
example, make sure that you can log in to the
phone and apps.

Be a good role model and treat others
online in the same way you want your child
to be treated. Speak out when something is
not right!

Adults working together is a major factor in
protecting our children and young people.
Establish contact with other parents

to make it easier to get in touch if you see
something online that worries you.

Integrity. Talk about the risks of sharing
private photos and personal data such as
home address and names of family members.

Have you seen something that worries you?
Take a screenshot or photograph. Is the
content highly inappropriate, offensive and/
or criminal? Document it and report it to
the police or social services. Also inform the
school if it involves chats between students.
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Take action!

You and your child can report
inappropriate content directly on the
platform and thereby influence the
algorithm. In serious cases, it is important
to report them to the police.

You can call 11414 or go to polisen.se to
report (for example) online threats or
other criminal acts.

Seek support from social services if you
suspect that your child is at risk of being
groomed or recruited into crime. You can
find information on your municipality’s
website.

CONTROLS AND FILTERS

There are parental controls and

filters that you can use to protect your
children, to some extent. Several apps
such as Instagram (Family Center) and
TikTok (Parental Control) have simple
solutions that you can use to get a better
overview of your child’s digital life. Go to
Settings and follow the instructions.




Learn more about your child’s online life

At bris.se you will find a lot of
information about the internet, as
well as answers to children’s and
young people’s questions about
situations that may arise online.

At internetstiftelsen.se you
can read more about safe online
relationships, grooming, consent
and much more.

At polisen.se there is informative
material and short films about
how children and young people
are recruited into crime - how it
happens and what the warning
signs are.
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